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Security and Safety is a continual process

The Corporate Security and Safety Iceberg

What People See

cctv

Breking News

Guards P
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Geo-Risk-Screening

Security and Safety
Investigations

Intelligence

Event Security and Safety
Anti-Counterteiting
Misinformation Detection
Counterespionage
Securiy and Saboty Awsraneas Ovliure Travel Security and Safety
Threat Management Security and Safety Systems

Incident Response
Crime Prevention

Loss Prevention Supply Chain Security and Safety

Security and Safety Analysis
Product Protection

Cyber Crime Management
Authority Network

Executive Protection

Information Security and Safety
Emergency and Crisis Preparedness
Security and Safety Governance

What people don’t see

Security and Safety Risk Assessments

N £
. Access Control =
’«

Security and Safety
Budget

|

Security and Safety
Budget
after an incident

Reactive
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TIMES

A targeted phishing attack led to credential theft,

database exfiltration, and the deployment of
ransomware against backup servers, causing ~
48 hours of service disruption.

Proactive
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A y y was arily after an
the archive area,

resulting in lh. loss o' several archived documents.
The

Yy d an internal
i i i d points, and
coordinated with security teams to recover digital
copies and review surveillance footage.

Predictive
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Step 1: Characterization

Analyze Assets and Criticality,
Screen Assets on Consequence

Step 2: Threat Assessment

Analyze Threats and Asset
Attractiveness, Determine Target Assets

Conduct Scenario Analysis,
Determine Act-Specific
Consequences and Vulnerability

Step 4: Risk Evaluation

Determine R= L;, C;;
Assess Risk Against Security Criteria

Step 5: Risk Treatment

Evaluate Security Upgrades
as Required; R2 = L2, C2
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SECsmetsyS gnicneF ytiruceS:2 Facility Security Classification (FSC) |SEC setiilicaF lairtsudnl ta smetsysS ytiruceS :5 Facility Security Classification (FSC) ISEC tnempiugE ytiruceS gnisuoH serutcurtS:9 Facility Security Classification (FSC)

REQUIREMENT 1 2 3 4 5 REQUIREMENT 1 2 3 4 5 REQUIREMENT 1 2 3 4 5

Class 1 Fencing v System Design Constraints v v v Physical Structure v v v

Class 2 Fencing A [Access Control System v v v isual Elements v v v v

Class 3 Fencing v [Automatic License Plate Recognition System v v v Entrance Door v v v v

Class 4 Fencing v |D Management System v v v v Exterior Door v v v v

Shared Fencing between Adjacent Facilities v v v Intrusion Detection & Assessment System v v Door Common Requirements v v v 4

Outer Property Fence v 4 4 Video Assessment & Surveillance System v v v v Door Locks 4 4 v v

Clearances - General v v v — 7 7 7 7 Padlocks Gates v v v v

Main Gates v v v v Camera Specifications Lock Emergency Exit Door v v v v

Emergency Gates v v v v Plant Co.ntrol Ro?m A v v Lock Common Requirements v v v v

Design Requirements for Fencing System Components v v v v Integr‘atlon Reguirements v v v Keying system v v v v

'mstallation 7 7 7 7 Security .Control .Center v v v

Fence Penetration V; N 7 SEC seciveD ytiruceS:6 Facility Security Classification (FSC) [SEC sdraC notiacfiireV notiacfitinedl lanosreP:11|  Facility Security Classification (FSC)
REQUIREMENT 1 2 3 4 5 REQUIREMENT 1 2 3 4 5

SEC setaG ytiruceS:3 Facility Security Classification (FSC) X-Ray Systems v v v Physical Structure v v v v v

REQUIREMENT 1 2 3 4 5 Explosive Trace Detector v v v Visual Elements v v v v v

Preliminary Inspection Checkpoint (PIC) v v Metal Detection Archways v v v Physical Card Integrity v v v v v

Vehicle Approach Speed Management (VASM) v v v v v Under Vehicle Inspection System v Machine Readable Elements v v v v

IAuxiliary Gate v v v v v Ballistic Vest v v v Encryption v v v v

Gatehouse v v v v v Ballistic Protective Helmets v v v Key Management v v v 4

Traffic Management v v v v v Ballistic Protective Glass v v v v v Biometrics **OPTIONAL* *

IAdditional Inspection Vehicle Area v v Raise Arm Barriers v v v v v Card Validity v v v v v

Over Watch v v [Turnstiles v v v v Card Management v v v v v

Support Building v v v v Anti-Vehicle Barrier v v v v

X-Ray & Inspection Building 4 4 4 SEC seilppu$S rewoP:7 Facility Security Classification (FSC) [SECiilicaF lairtsudnl ta tnemeganaM ytiruceS:15 Facility Security Classification (FSC)

Visitor Center v v v REQUIREMENT 1 2 3 4 5 REQUIREMENT 1 2 3 4 5

Communications 4 Y 4 Y Y Primary Utility Power Feed v v 7 v v Accountability v v v v

Lighting L4 v L4 v L4 [Alternate Utility Power Feed v v v v Risk Assessment & Management v v v v

Access Management Y v 4 v v [Automatic Utility Power Feed Switching v v v Standing Operating Procedures v v v v v

Surveillance Cameras 4 4 v v Power Conditioning & Lightning Protection v v v v Facility Security Plan v v v v

Response Zone 4 4 Emergency Power Generators v v v IS Department v v v v

Anti-Vehicle Barriers v v v v Uninterruptible Power Supply v v v [Construction, Commissioning & Startup v v v v

Power Systems 4 4 4 v Grounding v v v Personnel Management v v v v

T_empora.rv (?ate Flosures v v v Support* v v v Competency & Training security personnel v v v v

iEECc:; ETQiII;Av:IrNuTCGSA 1 Facmt‘; Secuntysaass'flcazon (FSC; SEC skrowteN & snotiacinummoC ytiruceS:8 Facility Security Classification (FSC) K:::;:;;?;:OI j j j j

Perimeter Lighting v v v R E QUIREM E N.T 1 2 3 4 5 Maintenance & Support v v v v v

Area Security Lighting v v v v Wired Communications 4 v A A Safe Work Practices v v v v v

Checkooint Lightin 7 7 7 7 7 Wireless Communications v v v v Management of Change ; 7 ; ;

Gatehouse Interior Lighting v v v 4 4 Power Supply 4 4 v 4 Incident Reporting and Investigations v v v v v

Shared Fence Lighting 7 7 7 Maintenance & Support v v v v Emergency Planning 7 7 7 7 7

Common Requirements v v v v v Security v v v v Compliance Audits v v v v v
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Ceraineting o iy
and subseauent approvals
= ana fequined by SAIS and secunng preIminony coprovals
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Fages start After Getting S Prefimina

T Security Ris Asssssment
T

Stape 1 - PO 1 - Sechon 1 Secunty Rik Amessment Reoom I T I
Stage 1. Po 1 - Seckon 2 Colechion of Recired Drowangs

Stage 1 - Pard 1 - Section 3 Cendust the Business Criters Analysis and the Faclity Security Clossiication

Eeiarec D

Stame 1 Fon 2 - Sechon 1 Concent of Sewon 19% Dacument T
Stame 1- Par 2 - Sechian 2 he Cancep! of Desan Deioiled Grawings [
Stoge 1 _Pon 2 - Secton 3 wakens Request I

1]

TStome 1 Fod 5 - Concent of Secuniry

Stage 2 will start After Getting the HCIS/SAIS Stage 1 Aperoval

Generol Reaurements
Design Critena

Priysical Security Infrastructurs [PSI)

System Design Decument [SD0]

Secunty Equipment Isenitication Decurmeant
Scope af wark 1SS

S

==
Wever Requests

Finat Appr oy frem PCIATS
Stage 3 will start After Getting the HCIS/SAIS Stags 2 Approval

As per Security Contractor Progress

Stage & will start After Getting the HCIS/SAIS Stage 3 Approval

As per Security Contractor Progress

3. Security Administration & Management System:

ing stratege and secuity emp—y
Do anting SEEUMy MEraganant Systarm [SMS] rscpirarmants.

Develening Environment, Heolin, Salery & Secunly (EHSS] Polley

Designing he secunity Srganialonal SIrucTure, roles, o responsibaifies

Develoning Secuwity Standard Operaling Procedures (SOPs]

Preparing ar reviewing the Securily Suarding Services icope of work and fechnical speciicaticns.
Asassing SEcUty CopEniity MLty Lawval [CAM)

oIl I cuwliall asgll Lo Jgogll dsUlg wuuuddl jliall wlbuol jolgi Lle banionll 3ol dbal Bog gquitall jloil xaiey
dnsg Uluogill Jroell dylaiwl dejug 633200l aclgo Lo Glesliall el el wlihiy s .alall al logleally Lilwlg
a5y gf eogall L6 clgw .Joaoll 16 clach erond dlelall d5)Liall b Ul leule




(C) &l s

VH

VL

VL

duio U1 < lyLiniw U Jgladl 3o

3

M
(L) Ay




PTZ
CAMERA SECURITY
LIGHTING
FIXED
CATEGORY c AMER;\ti
CONCERTINA - FENCE
(TYPICA) -
FENCE 4 <
/7 SENSOR o1
5} / B F
f B o2
/| BRACEPOST 813
R /[ (ASREQUIRED) g2
8 " “
(’ E CONCRETE /ASPHALTI
CONCRETE JASPHALT 2% SLOPE 3 PAVEMENT
PAVEMENT - P, (—\ % —|
CRASH RATED L PR aETRIC
BARRIER ;
4600(MIN) B6000(MIN) 10000(MIN) 4600(MIN)
| OUTER PATROL ROAD CLEAR ZONE I CLEAR ZONE |__INNER PATROL ROAD |

| EXTERNAL INTERFACE LAYER

INTENAL INTERFACE LAYER

UL el - 116 iU 65ULAL dubuso dslos

Al golgall 0 diudo a8l Jw Il o Gla) Suli sldiiall padiud gU Log)
e 0qo]l eyl

Lol pluu! §lui dgloo

oIl pluudl el 6a0lg dal

%,i_Dj.“ eLguJI daslg go 2l sglell cjall 6 6aolg dal

k“,i_niJI el dusy LBl daslgll Jowi 0 6aolg dal

duio U1 O lyLiiw U Jglodl S4o .

(4) duallg (1) sl o buso pluw gy dijlio

AREA LIGHTING

(AVE 5 LUX TO BE PROVIDED)

—_—

PTZ
CAMERA

FIXED
CAMERA

CATEGORY 4
CONCERTINA PERIMETER
(TYPICA) FENCE

D

AS PER REQD. BY LOCALTERRAN
10000

~BRACE
. POST (AS
%, REQUIRED)

i

— 2% SLOPE

7

6000 6000

1 CLEAR ZONE L CLEAR ZONE |

1 EXTERNAL INTERFACE LAYER 1 EXTERNAL INTERFACE LAYER I

12000
UL s - 161U 83LA dubhuso dylas deylyl diall
ey aUWI gblgoll o diwdo ALl U Ul (o 63019 dal sl JU Log aloy)lleial)
Ao Ul ol Glusi dgloo (e pgundll .
ol pluudl Jlel daolg daal | deylyl diall




8Ll ol jul 1

FTHPPT 2

duio Il pbLbodl puuds 3

duio Ul Jue il Olclys] 4

6 Liuiotl ol dns 5

weluadl go il dlsl 6

Jee il g Lupnill Juediilg cLiu gl 7
o1 §9guls 6ylsl 8

oI Jguuio cuyaj 9

pcatlg diluadl poliy 10

lowd Guiaillg dslgadl ge gabyl 11
Jueil oylsl 12

sJlghbl bubhAil 13

G162U1g pljUyl 14

duio U1 O lyLiiw U Jglodl S4o .

duio U1 6ya6J1

i |
Cs [ e | |

a8LaNlg Soluall |
1
| |
| S S|
|
z | |
| Olely2ly Slulully babidl |
|
x
Aol &3l
\

as\ailly 8oLl :3gf

dlall

@bl gl
T ,lgadlg

sl Bylo31 plsal
Gyl

hd
Oluldl  Jh
Oladaslly O*
©lely>3lg . 5

Blsl &)
)bt'm” \)>
\')\" P
-):\9

2

[ 2022 2024 mmum Sl gogll = Jio¥l Bagiuall ggiusall = = = = J




Wbjyao

S3Ladl Go il Slelys|

duio U1 &y iniw W Jgladl 5ulo .

Jlohidlg Ulode il
duo Jl UlelpoUlg

00| 5JI.)!,0LE;_}



Ve

B i el

fivigi]l Calwljall

converg nt

duio U1 O lyLiiw U Jglodl S4o
Ll 6 Ll

el guodiliuwdl cbpddl o dégigng dewlg dSul luy a8
He oog2]l adle Jglo auaai o Wigocy il O lidw g Juounsiodl
oy aya0) euhdu A5l 0de JUB Jog .Uload]l o dowlg degooo
o clgw Juoe JaJ ool sblus Ul dudd lowns gouowo 09 syl
G louwdil gl e adl jrodl 9l bl oyll qi ol Ul ol goll Jbw
bl oclody wbawdl o Jgledl el o Wiio) .dununsioll
043059 «uwlidl Aogll o duwliadl Slpadl JI Jeo gl glouog .oucioll



Juolgi| duio U1 Ol Wi U JolaJl 34lo

lieo Juwolgs

D \ >

Sasislyl gsgal el pdy Sesisyl al

WWW.MSSC.group +966543240024 info@mssc.group




e

e O
PRI ViAo
J

P "\"c,’ ....,,“ ....._.%;'.: "nr“"“l‘\‘w.“‘ ‘)Q,

,-.,),,,{‘
; e
(" |‘

-.:gr.»_....







