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Vision
To be the best provider
of security consulting and

services locally, regionally
and globally

Values

v Integrity
v' Transparency
v' Respect
v Responsibility

SECURITY CONSULTANCY

Introduction

We, Malath Solutions for Security
Consultancy (MSSC), are proud and care
about our clients, and our most important
priorities are applying the best and most
appropriate  solutions and services
through Saudi competencies to achieve
strategic goals and ensure sustainability,
effectiveness and flexibility in business
that is compatible with achieving the
desired aspirations of our clients and in
line with the Kingdom’s Vision 2030.

Message

Providing distinguished, value-
added security consultations,
providing sustainable security
solutions, applying practices,
and achieving the desired
aspirations of our clients
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Our Team

MSSC's team consists of highly qualified Saudi security professionals with extensive expertise in industrial security, risk management,
auditing, and compliance with national security standards, under the leadership of Consultant Eng. Hassan Alshaikh, a certified Supreme
Authority for Industrial Security Consultant with over twenty-nine years of experience. Our team combines deep technical knowledge with
practical operational expertise, working collaboratively with clients to deliver effective, proactive, and sustainable security solutions that
enhance resilience, efficiency, and overall performance.

SAEED ALASIRI
SECURITY EXPERT

ATALLAH ALSINANI
DEPUTY MANAGER

HASSAN ALSHAIKH
PROJECT MANAGER
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Consultant Eng. / Hassan Alshaikh

Licensed Security Consultant authorized to practice security consultancy activities by the Supreme Authority for Industrial Security (SAIS) — License No. 24001127765.
General Manager of Malath Solutions for Security Consultancy, a licensed security consultancy office — License No. 25001132478.

Over 29 years of experience with SABIC and its affiliates in Industrial Security Management.

Certified Governance, Risk and Compliance Professional (GRCP) and Governance, Risk and Compliance Auditor (GRCA).

Independent Member of the Governance, Risk & Compliance — Safety, Environment & Sustainability Committee (BIHG — GRC-SES).

Consultant Engineer registered with the Saudi Council of Engineers (SCE) and an experienced practitioner in Crime Prevention Through Environmental Design (CPTED).
Extensive knowledge and leading expertise in developing Security Management Systems (SMS), security policies, standards, and strategies.

In-depth knowledge of the administrative and technical requirements for implementing industrial security, safety, and fire protection directives applicable to critical
sectors under the supervision of the High Commission for Industrial Security (HCIS).

Selected as a Security Code Subject Matter Expert (SME) for the Gulf Petrochemicals and Chemicals Association (GPCA).

Established and developed the Security Management System (SMS), including industrial security regulations and procedures, for SABIC and its affiliates.
Developed the Responsible Care Security Code Guideline for the Gulf Petrochemicals and Chemicals Association (GPCA).

Established and developed the Organizational Manual for the Yanbu Area Mutual Aid Association (YAMA).

Participated in the “Advanced Security Systems Applications” and “Threat-Based Protection” workshops conducted by the U.S. Joint Working Group (JWG) and
organized by the High Commission for Industrial Security (HCIS).

Certified Trainer by the Technical and Vocational Training Corporation (TVTC).
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Security Specialist / Atallah Alsinani with over eighteen years of progressive experience at SABIC, currently serving as a Senior
Security Analyst within the Global Security Center of Excellence and Crisis Management. Possesses strong expertise in Security
Management Systems, SAIS Security Directives, Responsible Care (RC) Security Code, Crisis Management, and Security Risk
Assessments. Acted as a subject-matter expert in developing and implementing SABIC Security Standards, security strategy
initiatives, competency programs, and crisis management systems, while supporting global and regional sites to achieve full
regulatory compliance.

\!
Security Expert / Saeed Alasiri has more than thirty years experience (assistant in shift work at Saudi Aramco Jeddah, shift
director at King Abdullah University of Science and Technology KAUST, head of security at Saudi Aramco Jazan region, head of
security in strategic storage / Bahra 5SSSP, shift manager in Jeddah, Certified Weapons Inspector AK47-MP5 Certified Weapons
Inspector Glock, Port Facilities Security Officer (PFSO) Certified Industrial Port Security Officer, leading several security exercises
with the participation of many government security agencies Major Security Exercises, Incident Command, Certified Security
Supervisor and has many courses such as : Crowd control and crisis management course at Prince Naif College for National
Security, a course in risk management and investigation from the Australian School of Security and Investigation.
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The Added Value and Sustainability

e Mitigate security and operational risks through a proactive, risk-based assessment approach.

e Ensure regulatory compliance by addressing applicable laws, regulations, and authority
requirements, while protecting the organization from penalties and violations.

e Optimize operational costs by aligning security solutions with actual risk levels and asset
criticality.

e Improve operational efficiency and effectiveness through integrated security systems and
reduced operational duplication.

e Enhance business continuity and emergency preparedness, thereby minimizing operational
downtime.

e Improve the quality of management decision-making through clear, structured, and
actionable security reports.

e Protect corporate reputation and reduce legal and financial risks arising from security
incidents.

e Achieve long-term security sustainability through scalable security solutions.

WHO WE ARE

REGULATORY
COMPLIANCE

T o COST EFFICIENCY
(CAPEX & OPEX)

-
OPERATIONAL SECURITY
EFFICIENCY SUSTAINABILITY
|
BUSINESS CORPORATE
CONTINUITY DECISION-MAKING REPUTATION
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The Cost of Security Failure

Implementing security and safety requirements is a strategic investment in protecting assets, reducing risks, enhancing
organizational resilience, and ensuring business continuity. The operational, financial, regulatory, and reputational
consequences of incidents can far exceed the cost of prevention. Proactive compliance with security and safety
requirements helps deter threats, minimize the impact of incidents, strengthen preparedness and response, and sustain

business operations.
“Investing in protection is more cost-effective and efficient than bearing the losses of incidents and the costs of recovery.”

Reactive Proactive Predictive
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2:::30

ctiol jaxt Yt atyas

SRl

bliyj diglio dn3) cacto ol ot daay
T 1IPTEVA dngd ady
Qu0s Ul Jobu 3o Lo el pait

T |

e | olllhetal

wot| ousegosmis | e 1ro | e fof 250
4o Lol Jresrr
Clack sl
wiopacd ol oA d JoAthat

S0 Bkl igjo) ) 300 dliloS Gmsploin

s

a1 10 ahcns

PRTTUATINN

PR

42pb dunango Jaani 8|
Individual Establishment Registration Certificate

il gl B i

il i
| PARYLATOTY g A s

Vo anyy
s o jol it
iy Ll L

e

a A sl
s aw TR
A0 0 g ol AR Gl
FLTTERvITIN S ok
Ll ot Lo NP vy
PR e :
ol o SN - et gty
sl Stk
Cad P s ol s i sy

S el 4408 el s iy

2 PR e

AL
ANV g gl g pgtiy

il salgd

IUSTAKES

Membership Certificate ey
Memberatip No wes 405753 sgad dgeel )
Date of ssue: Y

1m0 e oilsh
Membarsnip Clase. Fith ol nsadop
Rigach Chammber Corifias b e i Aol 2

il il Jolall Sis ks

Commercis Registation No. 1010473833 1010473033 by sl il Jaal gk
Cenificate Expires on 2210302 202610122

b ilgiios g ol

e A

Il g tpslmyusinss chamber 2 iy Sl g3 g8+
)y o8 aoned e .

- ermni

. 920004565

s sl glas ol lglyaos piasy iyl ae
el asaall ke jalg ksl lghas i 4 2unig

i Qhigh go dnjgllons mi o

gosi>

Social Insurance

T —_——
S
S

1825 apnt oot

& TAT/OI30 i Symrall A il 0t

WHO WE ARE

cltiall gasd po g elel Siall sldiall ol "cliia® dnugially dntall

Liall el i)l 0y 23

"claia" Gl datnall s el B8 dbegially il

O ol e, o il g O

o

o gl on ol .
.9

/

61t 105 e g A il B8 0 i 3] s f g ) gl 1 Al
3 00 A S 0 gt ] iy o s ol ke il ] i of S e s il
N 2l e 1 s JA6 0y iyt pla] el ol ] e 1

& K capioud iyt ik g ol ghga bl o o il

H

<ol

monsha‘at

Juali dalgdy
ob "oliue" dowgially §puall Gliuall dalell diugh 3340
auoll clyLiaiuodll Jgladl 3ilo b

L algl a1 ol sy a3 B0 b Juolil i lnin il 5

g duping Bja alsn

Sl

Certificate
(IR

iy du s 81 tlse

(250 pob) o s |

@
PR p——




Y

MALATH SOLUTIONS FOR
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Security Consultancy & Studies

Security Risk Assessment

Governance, Risk Management &
Compliance

Compliance, Audits and
Surveys

Development Security Management
System

Development Capability Maturity
Model

Development of Security
Personnel

Development of Crisis
Management System

20 Security Guarding Consultancy

Events and Crowd Security
Management

Devices and Security System
Consultancy

Certification and Approval for
Security Systems, Devices and
Equipment's
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Security Consultancy & Studies @

We provide security consultancy services through strategic planning aligned with
international, regional, and local standards, delivered by highly qualified national
professionals. Implementing security consultancy for facilities is crucial to ensuring the
protection of assets and personnel from potential threats and maintaining business
continuity. Moreover, provide security study services across various domains using a
range of specialized and diversified methodologies and activities, all aligned with
international, regional, and local standards, and designed to meet the desired
expectations.

Security Risk Assessment

We provide a comprehensive, accurate, and proactive assessment and analysis for any
facility or project, starting from a thorough understanding of client needs and leading to
the development of the necessary recommendations to address risks and establish
priorities. Our security consultants focus on supporting clients in making the right
decisions regarding risk treatment (accepting, avoiding, reducing, sharing, or transferring
risks), in order to establish a solid foundation for an effective asset protection program
and a facility-level security strategy.

SERVICES

Analyze Assets and Criticality,
Screen Assets on Consequence

~ | Step 2: Threat Assessment

L)
\Q//‘ Analyze Threats and Asset
- Attractiveness, Determine Target Assets

S ulnerability Assessment
{ ﬁ Conduct Scenario Analysis,

Determine Act-Specific

Consequences and Vulnerability

— Step 4: Risk Evaluation
_
RISK Determine R = L,, Cy;
Assess Risk Against Security Criteria

D

Q Evaluate Security Upgrades
as Required; R2 = L2, C2
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Governance, Risk Management & Compliance

We provide integrated Governance, Risk Management, and Compliance (GRC) advisory
services that strengthen institutional oversight, enhance enterprise risk visibility, and ensure
regulatory alignment. Our approach enables facilities to establish structured accountability,
proactive risk control, and sustainable compliance maturity aligned with strategic objectives.

B=
oL

Compliance, Audits and Surveys

We conduct security surveys and audits for any facility, starting from a comprehensive
understanding of the client's existing procedures and leading to the development of the
necessary recommendations to address gaps and enhance security and administrative
procedures and action plans.

Development Security Management System (SMS) ;féi

Developing and enhancing the Security Management System in a comprehensive and
effective manner contributes to supporting and strengthening security strategies,
improving the facility’s capabilities, and protecting its assets, properties, and resources.
It also helps build a secure and well-documented working environment that promotes
productivity, innovation, and the effective and safe continuity of operations. The Security
Management System plays a vital role in protecting and safeguarding the security and
safety of all assets, employees, visitors, and contractors, while enhancing trust in the
facility.

SERVICES
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Development Capability Maturity Model (CMM) &
The implementation of the Physical Security Maturity Level methodology is not merely a . A
precautionary measure; rather, it is a long-term strategic investment that ensures the ¥ TER ‘(J} Q
safety of the organization and its assets, while enhancing its ability to compete and e I
remain resilient in a working environment characterized by evolving security challenges. vy T vt B

Defined |

It helps assess the current security capabilities and determine the best ways to improve
them.

Development of Security Personnel =

Developing and delivering a wide range of comprehensive training courses and
programs tailored to the needs of our clients, based on scientific and practical
methodologies that focus on enhancing the required knowledge and skills, achieving
desired outcomes, acquiring new competencies, and improving the working
environment.

Development of Crisis Management System @

Developing and establishing a specialized Crisis Management System that enables
clients to detect early warning signs and security vulnerabilities, prepare and take
preventive measures, and proactively plan to contain damage and prevent the
escalation of crises. This system also supports the restoration of operations while
ensuring lessons learned are captured to prevent recurrence. Furthermore, it
incorporates integration with the organization’s existing plans, such as emergency
response plans and business continuity plans.
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o . O o]
Security Guarding Consultancy 7™
Providing distinguished consultancy and support through our strategic partners for civil
security guarding services, along with training their personnel to meet client
requirements and the demands of the working environment.
Ri7A

Events and Crowd Security Management ey

Planning and implementing event and crowd security to maintain a safe environment
through customized security plans tailored to the specific needs of each event and
aligned with the organizers’ objectives.

The implementation of event and crowd security enhances safety and trust, ensures
business continuity, and supports sustainable development.

Devices and Security System Consultancy [_]]

We provide technical security consultancy and support through our strategic partners,
delivering high-quality services and solutions for security systems and equipment that
meet advanced technical specifications and align with client needs and the working
environment.
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Certification and Approval for Security Systems and Devices [

We provide technical security consultancy to manufacturing facilities to support the
approval of their security systems, devices, and equipment, and to obtain the required
test reports and compliance certificates accredited by the Supreme Authority for
Industrial Security (SAIS) and the Saudi Standards, Metrology and Quality Organization
(SASO).

SERVICES
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Our approach is consistent with leading practices at the level of global regulations and standards such as the American
Petroleum Institute API, adherence to local laws and regulations such as Supreme Authority for Industrial Security (SAIS),
Ministry of Interior (Mol), Saudi Authority for Industrial Cities and Technology Zones (MODON), (NEOM) and applying best

practices.

We recognize the breadth of knowledge and depth of experience and skills needed, so the team selected for any project
has a balance of deep content knowledge and understanding of different business requirements. We will commit to
providing the best services in a cooperative and value-added manner to achieve success, flexibility and sustainability, as

well as to improve performance and enhance efficiency and effectiveness in the work environment.
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Project Lifecycle

« The project life cycle is the basic framework for ensuring that projects are implemented in an organized
and efficient manner and it is a powerful tool for comprehensive and systematic project management. It
helps in achieving set goals and improving performance and operations.

« The stages of the project life cycle:

Stage 1 \ Stage 2 \ Stage 3 Stage 4
L&Beginning Lﬂ Planning Lﬂ Execution % Closure
/- ™ N Y ™
| v/ Project requirements K/ Defining project goals ( (
analysis and outcomes
v Determine the project

v' Submission of project

v' Analyze project costs and plan and activities v' Implementing project deliverables (Results
budget v’ Estimate resources, activities and tasks and recommendations)
time and cost
v Ildentify project sources v Develop the project

schedule
o 4 o J Y J o J
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Project Team Members

Project
committee

MSSC Team

Locations

Note: To ensure the successful execution of the project, MSSC will provide the appropriate experts and experienced team
members as required, based on the scope, scale, and specific needs of the Security project.
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Security International and Local Standards

MOI TECHNICAL SPECIFICATION SAIS SECURITY DIRECTIVES ANSI / APl STANDARD - 780
N )
i il
|
E_
ﬁ pe. ®

NEOM Security Standards Procedures
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uclinll gaall &yl
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Public Safety System
Requirements
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Supreme Authority for Industrial Security (SAIS) Compliance Methodology

- Part 1: Security Risk Assessment (With all Drawings as listed in (SEC 15) & BCA)
[ Select Security Consultant ] - Part 2: Concept of Design COD 10% (summary of waivers with justification)
- Part 3: Concept for Security Organization, Policy & Procedures Manual, and

«Part 1: Certification
«Part 2: Installation & Testing

Training Plan development. They will be developed and fully prepare in stage 4 «Part 3: Security Organization
2
| Stage 1 > Stage > Stage 3 Stage 4

NO No

HCIS Yes NO

Approval

HCIS
Approval

Yes

HCIS
Approval

Yes e HCIS Yes
Approval

End HCIS
Approvals

Risk Assessment

Preliminary Design Detail Design Readiness Review

«Part 1: General Requirements

«Part 2: System Design Document

«Part 3: Physical Security Infrastructure (PSI)
«Part 4: Physical & Nonphysical Security System

Operational Readiness

«Part1: Preliminary Design (General Requirement)

+Part2: Design Criteria

«Part3: Physical Security Infrastructure (PSI) & System Design Document (SDD)
«Part4: Scope of work (SOW), Drawings and Waiver Request
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Facility Security Classification (FSC) Table

METHODOLOGY

HCIS SEC DIRECTIVES

SEC1| SECZI SEC3| SEC4 SEC5 SEC6l SEC7| SEC8

108

SEC9 SEC218 TOTAL

SEC11 SEC12 l SEC14 l SEC15

1876

1854

FSC CLASSIFICATION

1724

| = l

1300

613

BB

As per HCIS This is Indicates a mandatory requirement for each class
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Business Criteria Analysis (BCA) Worksheet

METHODOLOGY

NO Criteria (Class 2) Yes\No Details Remarks NO Criteria (Class 3) Yes\No Details Remarks
Serious impact on onsite Specify processes & chemicals used Specify processes & chemicals used at the
1 personnel & at the facility and why they do, or do 1 Possibility of onsite injuries or facility and why they do, or do not. not
possibility of offsite injuries not, nor present o serious impact to casualties with no offsite impact present o serious impact to offsite &
or casualties offsite & onsite population onsite population
Very large environmental Specify potential environmental AOLLLLL LAY, Specify potential environmental impact
2 | impact onsite impact due to processes and G et il o o due to processes and materials used at
and/or offsite areas materials used at the facility if they £LL the facility if they are catastrophically
ore catastrophically damaged. damaged
Specify how this facility's
replacement cost relates to the Specify how this facility’s replacement
overall company annual budget and cost relates to the overall company
3 Medium capital investment approximately in what percentile s annual pudget apd approximately in What
does it fall in a table of facilities and 3 Small capital investment percentile does it/all in a table of facilities
their related costs. and their related costs.
Example: 750 million USD, 45% cost Example: 750 million USD, 45% cost
percentile percentile
long term business What is the impact of the loss of this ] ] i . B
4 . X facility on the owner, operator or 2 Medium term business What is the impact of the loss of this
interruption lessee? interruption facility on the owner, operator lessee?
loss of function/capacity can Loss of function/capacity can be
be Specify what facilities will make up 5 | compensated for an extended If this is applicable, specify how it applies.
5 | compensated for short the function or capacity of this period by other existing facilities
periods by other existing facility
facilities
6 E;:;:g:?&ifpom but will What percentage of Hydrocarbon

not significantly reduce them

exports shall be impacted?

NO Criteria (Class 1) Yes\No Details Remarks
g . . Specify processes & chemicals
Serious impact to offsite & pecily p -
’ . used at the facility and why they
onsite population due to 4
1 A do, or do not, present a serious
large-scale toxic or flammable X N g
impact to offsite & onsite
release .
population
Specify potential environmental
2 Major environmental impact impact due to processes and
onsite and/or offsite areas materials used at the facility if
they are catastrophically damaged
Specify how this facility's
replacement cost relates to the
overall company annual budget
t and approximately in what
3 Very large capital investment ; r X
v larg P percentile does it fall in a table of
facilities and their related costs.
Example: 750 million USD, 45%
cost percentile
Very long term business
. y g . What is the impact of the loss of
interruption with large-scale . . .
. ! > this facility on the national
4 disruption to the national
economy or loss of critical economy?
What critical data shall be lost?
data
Critical infrastructure,
5 regardless of capital If this is applicable, specify how it
investment or availability of applies.
alternates
Other critical national What other major facilities or
6 infrastructure is dependent on critical national infrastructure is
this facility's outputs, products dependent on this facility's
or services output, products or services?
loss of function/capacity Spedfy what facilities will make up
7 cannot be made up by other the function or capacity of this
existing facilities facility
3 Directly and seriously impacts What percentage of Hydrocarbon

hydrocarbon exports

exports shall be impacted?
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Facility Security Classification (FSC) Application Requirements Tables

METHODOLOGY

ISEC2 :Security Fencing Systems Facility Security Classification (FSC) |SEC 5: Security Systems at Industrial Facilities Facility Security Classification (FSC) [SEC 9:Structures Housing Security Equipment Facility Security Classification (FSC)
REQUIREMENT 1 2 3 4 5 REQUIREMENT 1 2 3 4 5 REQUIREMENT 1 2 3 4 5
Class 1 Fencing v System Design Constraints v v v Physical Structure v v v v
Class 2 Fencing v [Access Control System v v v isual Elements v v v v
Class 3 Fencing v [Automatic License Plate Recognition System v v v Entrance Door v v v v
Class 4 Fencing v ID Management System v v v 4 Exterior Door v v v i
Shared Fencing between Adjacent Facilities v v v intrusion Detection & Assessment System v v Door Common Requirements v v v v
Qarer bropetij.Pence Y X /. Video Assessment & Surveillance System v v v v DooiLotks v Y X a
Cle?rances - General v v v Camera Specifications "z v 7 % Padlocks Gates v v v v
Main Gates v v v v Lock Emergency Exit Door v v v v
Plant Control Room v 4 v -
Emergency Gates v v v v - - - ~ 7 Lock Common Requirements v v v v
Design Requirements for Fencing System Components v v v v Irtcgratioheqlirements Keying system v v v v
'nstallation 7 7 77 % Security Control Center v v v
Fence Penetration v v v SEC 6:Security Devices Facility Security Classification (FSC) ISEC 11:Personal Identification Verification Cards|  Facility Security Classification (FSC)
REQUIREMEN
SEC 3:Security Gates Facility Security Classification (FSC) X-R:: Systems 7 \]/. 2/ :\,’/ 7 7 shi/gclajl IS':rEc“t,LfeN T ]‘./ 5 \3/ j 3
REQUIREMENT 1 2 3 4 5 Explosive Trace Detector v v v \Visual Elements v v v v v
Preliminary Inspection Checkpoint (PIC) v v Metal Detection Archways v v 4 Physical Card Integrity v v v v v
Vehicle Approach Speed Management (VASM) 4 v 4 4 4 Under Vehicle Inspection System v Machine Readable Elements v Y Y Y
Auxiliary Gate v v v v i Ballistic Vest v v v Encryption v v 4 v
Gatehouse v v v 4 4 Ballistic Protective Helmets v v v Key Management v v v v
Traffic Management 4 v 4 v v Ballistic Protective Glass v v v v v Biometrics **OPTIONAL**
[Additional Inspection Vehicle Area v v Raise Arm Barriers v v v v v Card Validity v v v v v
Over Watch v v [Turnstiles v v v Y Card Management v v 4 v v
Support Building 4 v 4 e Anti-Vehicle Barrier v v v v
X-Ray & Inspection Building v v 4 SEC 7:Power Supplies Facility Security Classification (FSC) ISEC 15:Security Management at Industrial Facili Facility Security Classification (FSC)
Visitor Center v v v REQUIREMENT 1 2 3 4 5 REQUIREMENT 1 2 3 4 5
[Communications iz v v v v Primary Utility Power Feed v v v v v Accountability 4 v v v
Lighting v v v v v [Alternate Utility Power Feed v v v v Risk Assessment & Management v v v v
Access Management v Y v v v [Automatic Utility Power Feed Switching v v v Standing Operating Procedures v v v 4 v
Surveillance Cameras Y Y. v v Power Conditioning & Lightning Protection v v v v Facility Security Plan a v v v
Response Zone 7. % Emergency Power Generators v v v IS Department v 4 v v
Anti-Vehicle Barriers v v v v Uninterruptible Power Supply v v v (Construction, Commissioning & Startup v v v v
Power Systems 4 v 4 4 Grounding 7 v v Personnel Management v v v v
;nglfrsarv GE.lte E!O:Jr.es v o ‘/S _ ‘/I — Support* v v v Competency & Training security personnel v v v v
REQ U Ie : L:'::‘; |\Ilg.|. ting 1 e |t\; ecu"tysc e Ica::on (FSCL SEC 8:Security Communications & Networks Facility Security Classification (FSC) ﬁ:ss:::t;?::rd ; j ; ;
Perimeter Lighting 4 v v R E QUIREM E N.T E 2 £l 4 3 Maintenance & Support v Y v 4 4
[Area Security Lighting "z " M " W!red CommunlcaltlorTs v v v v Safe Work Practices % % 7 7 7
Checkpoint Lighting v v v v v [Wireless Communications % Y v v Management of Change v v v 4
Gatehouse Interior Lighting 4 v v v v bowerSdpply s % v 4 Incident Reporting and Investigations v v v v v
Shared Fence Lighting v v v Maintenance & Support % v v v Emergency Planning v v v v v
Common Requirements v v v v v Security 7y v v Y Compliance Audits v v v v v
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ANSI / API Standard - 780 Methodology

Stepl ==p  Step2 =P step3 =P Step4 =P Step5

| 1 1 1

4 N N | bil PN N
Vulnerabilit 7 ! 2
Characterization Threat Assessment y Risk evaluation Risk Treatment
Assessment
(G O\ '\ J . J
* Analyze assets * Analyze Threats and * Conduct scenario * Determine * Evaluate
and criticality asset attractiveness analysis assess risk against security upgrades
Determine target * Determine act- security criteria. as required
* screen assets assets. specific
for consequences. consequences and

K / K / K vulnerability. / K / \ /
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Security Risk Assessment (SRA) Forms

Assets Characterization Form

Threats Assessment Form

Assets Attractiveness Form

Vulnerability and Risk Assessment Form

Recommendations & Residual Risk Form
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Project Execution Plan

Project Time Tabie

I | 1T 1T 1T 11T 1 11T 1T 11 1 [ T @ °T [ ©T [ T T T°1
= | N N N N N N N N N N N N N I I N N I A
T | N [N N N N N N N N N N N N N N N N A A
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T 7T
Wi

I
|
|
T
Z il start

o H HH
8

3. Security Administration & Management System:

Project completion in accordance with the approved execution plan depends on the availability of key decision-makers and
timely access to relevant personnel, data, and information, It also required timely reviews, prompt client responsiveness to

recommendations and the agreed execution plan and active participation of all team members on-site and off-site
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Security Risk Assessment (SRA) Matrix

VH
5

Consequences (C)
M
3

Likelihood (L)
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Comparison Between Class (1) & Class (4) Perime

4600(MIN) .

PTZ
CAMERA SECURITY
LIGHTING
FIXED "
CATEGORY canera 1R
CONCERTINA-—. FENCE
(TYPICA) -
FENCE s
/7 SENSOR 3|z
/ Bz 2
/ | BRACEPOST ¥ §
o /” (AS REQUIRED) 23
8 ] "I
(, E 0 0 Il o o
T IASPHALT 2% SLOPE ) TRk 4 & ya PAVEMENT
p s o ] ) [~ il V V' . 7A7
V %%J/ 7 ‘j
CRASH RATED L PR aETRIC
BARRIER -
4600(MIN) B000(MIN) 10000(MIN)
| OUTER PATROL ROAD CLEAR ZONE I CLEAR ZONE

CONCRETE /ASPHALTI

| INNER PATROL ROAD |
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Anti-Personnel Perimeter — Topping

One roll atop the perimeter

One roll at the top external fascia of the perimeter

One roll at the bottom of the external fascia of the perimeter

It is recommended that the FO use three rolls of concertina wire, affixed in the following
places, in order that adversaries be deterred from attempting to scale the perimeter:
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CONCERTINA PERIMETER

(TYPICA) iFEI\ CE

< BRACE

POST (AS
—~ 2% SLOPE

REQUIRED)

AS PER REQD. BY LOCALTERRAN

1500

6000

6000

1 CLEAR ZONE L CLEAR ZONE |

1 EXTERNAL INTERFACE LAYER 1 EXTERNAL INTERFACE LAYER I

12000

Anti-Personnel Perimeter — Topping

It is recommended that the FO use one roll of concertina wire, affixed in the following places,
in order that adversaries be deterred from attempting to scale the perimeter:

One roll atop the perimeter

Class 4

Class 4

Class 4




MALATH SOLUTIONS FOR DELIVERABLES
SECURITY CONSULTANCY

Development Security Management System Development Capability Maturity Model

Optimal

CMM dimension targel 2024 Current 2022
Leadership and culture

P I Executive commitment & oversight 35 3.0 25 2.0

a n D o Management structure, roles, & responsibilities 35 3.0 25 2.0

Monitoring & assurance 35 3.0 25 2.0
Culture & behaviour 35 3.0 25 20
Education & communications 35 3.0 25 20
Planning, policies and processes
Strategy & planning 35 3.0 25 2.0
Policies, processes, & procedures 35 3.0 25 2.0
Risk management 35 3.0 25 2.0
Incident management 315 3.0 25 2.0
Security domains
Personnel security 3.5 3.0 25 2.0
Information security 35 3.0 25 2.0
Physical security 35 3.0 25 2.0

Check

\ eadershiP and cupy,,

1 Leadership Commitments

2 Accountability

3 Security Risk Assessment

4 Security Operating Procedures

5 Facility Security Plan

6 Industrial Security Department

7 Construction, Commissioning and Startup
8 Personnel Management

9 Training of Security Personnel

10 Maintenance and Support Program
1 Incident Reporting and Investigation
12 Management of Change

13 | Emergency Planning

14 | Compliance Audit




DELIVERABLES
TH SOLUTIONS FOR
@ gnEACLl‘JARlTY CONSULTANCY

Security Post Orders
Organizations, and Procedures

Security Post Orders

Security Training

Security Managemet

System
Physical Security

Procedures




MALATH SOLUTIONS FOR PARTNERS
SECURITY CONSULTANCY

Our Partners of Success

We have built a wide and trusted network of strategic partners, f SHFE EYE
subject matter experts, and specialized consultants who support us «
in delivering high-quality solutions across a broad range of services.
Through this network, we are able to provide tailored advisory and

W/ =n
"
technical support that addresses each client’s unique requirements, . S .
PP A f \ CLapdigsa
|
™

whether in security, compliance, risk management, operational converg nt

excellence, or specialized assessments. This collaborative approach

enables us to respond efficiently to evolving challenges, ensure e

access to the right expertise at the right time, and deliver integrated, I In np

value-driven outcomes that meet and our clients’ expectations. o 1B L BEES




MALATH SOLUTIONS FOR CONTACT US
SECURITY CONSULTANCY

D

Our website

\ DA
\
Contact us E-mail

WWW.mssc.group

+966543240024 info@mssc.group
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